RestoreManager
Data Backup and Recovery for Central ONTAP File Shares

The Challenge
• External attacks from
Ransomware and Malware are
a growing problem and very
often result in the data being
damaged, deleted or stolen. 


• Internal problems exist too, as
users often delete or overwrite
files by mistake. 

Folders and files also get moved
by being dragged and dropped
in error and content is
subsequently lost. 


• IT faces a struggle to restore
specific files as users cannot
recall the exact file names,
paths, or folders, or when the
deletion took place. 


• On the backup side, there are
multimillions of files to be
backed up and this results in
very long backup windows. In
some cases, the backup doesn’t
finish before the next backup
needs to start. Common NDMP
Backups are too slow, and a
new solution is needed.

No Global Search

Functionality
IT are faced with the problem of
how to find these lost files. The
file may be there, but there is no
way of searching for it
efficiently as there is no central
index. ONTAP OS enables
SnapShots to be used to
generate regular backups and
to replicate these on backup
systems using the SnapMirror
or SnapVault functions, but
there is no central catalogue
with search and filter functions
based on users’ information.
This means that a user must
manually click through all the
directories within a SnapShot
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and when ONTAP
environments are large this is a
laborious and time-consuming
task.

Existing Solutions do

not solve this problem

effectively:
• NetApp‘s SnapCenter NAS
plugin product was discontinued it
in 2017. 

• Windows Explorer allows users
to view previous and restore
versions from SnapShots, but this
only works if the SnapShots are
still in the Primary Storage System
– if they are moved to more
economical secondary storage –
SnapShot history ceases to be
available.

The Solution:

RestoreManager - Central

Indexing of every ONTAP

SnapShot
RestoreManager creates a central
index and, in the process, a
catalogue for ONTAP SnapShots
in NAS environments. This means
that all SnapShot backups can be
managed and searched through
using various criteria, such as file
name, file type, date and size. Files
and folders can also be restored
directly from RestoreManager.

RestoreManager
Integrates with Primary
and Secondary storage
This unique feature is a major
benefit because SnapShots are
usually only kept in primary
storage for a few days or weeks.
SnapShots from the SnapMirror /
SnapVault Destination systems
are also integrated in
RestoreManager, so files can be
searched for in the central index
itself and restored.

RestoreManager offers
the most efficient file
system backup for
ONTAP systems to S3
targets
By utilizing the highly efficient
SnapMirror and SnapMirror
Cloud technology,
RestoreManager allows very
large file systems to be backed
up in minutes instead of hours.
There is also a large cost saving
as there is no need for legacy
backup software and TB based
licenses.The RestoreManager
backup is running on the lowest
bandwidth as SnapMirror /
SnapMirror Cloud only transfers
data that has changed.
Furthermore, data is
compressed and deduplicated.

RestoreManager Integrates
with cloud-based storage
such as Amazon Web
Services, Google Cloud and
Microsoft Azure
By using SnapMirrorCloud
technology, ONTAP File Systems
can be efficiently backed up and
restored to any S3 storage target,
whether a local data center or
public cloud provider.

How it works
Immediately after a new
SnapShot of a volume has been
generated, RestoreManager
uses SnapDiff API to “extract”
the relevant metadata from the
files and folders and loads this
data to the central database.
Searching is now easy with this
central index, regardless of local
storage or in the cloud. Files can
be restored to a specific folder
or to their original location with
one click!
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Targeted Search
Capabilities

Licensing

• By name, parts of the name or
file path, with wildcards being
permitted 

• By data type or file ending:
jpg, xls, doc, ppt, etc. 

• By deletion period from – to 

• By creation period from – to 

• By file size from – to 

• Etc.

Pricing does not depend on
data volumes but is instead
based on the storage
controllers. The only systems
that are licensed are the
primary storage controllers
where the central index with
the SnapDiff API is built. Other
backend systems are included
in the license.

Indexing Strategy

Benefits

In the database, all the
SnapShots in the primary
storage are indexed, and
SnapShots in the secondary
storage are linked straight to
the database. As a result, the
entire SnapShot history across
the primary and secondary
storage is available to search
and restore.

• Criteria-based searching for
lost files or folders in ONTAP
SnapShots 

• One-click restore from the
SnapShot itself 

• Secondary storage system
directly integrated 

• Substantial time savings with
no manual searching through
directories
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• Easy deployment via virtual
appliance 

• Backup and recovery to any
S3 target, whether local data
center or in the cloud 

• Faster backups as only
changed data is backed up 

• No legacy backup software
costs 

• Simple licensing system, not
dependent on data volumes
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